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WHAT IS MEMORY?
Memory is where data and information stored in a
system and retr ieved when needed.

Non-Volati le Memory:  This type of memory retains
data even after the power is turned off .

Volati le Memory:  This temporary memory is usual ly
stored to be processed by CPU and loses data when
the power is turned off .



MEMORY != DISK STORAGE
Although both the hard drive and RAM are memory,
people wi l l  usual ly refer to RAM as "memory" and a
hard drive as "storage"





MEMORY FORENSICS
One of the most essential  aspect in digital  forensics.

The process of acquir ing,  preserving,  and analyzing
volati le data stored in a computer’s RAM.

Can be done on any OS (Windows,  Linux,  macOS)



VOLATILE IN NATURE
Volati le data is transient  and wi l l  be f lushed if  the
system loses power/restarted.

Time is cr it ical  in memory forensics,  the longer the
delay in acquir ing memory,  the higher the chances of
losing valuable evidence



WHY?
Uncover evidence of malware infections and
other mal icious attacks that leave footprints
in a system and better understand an
attacker’s TTPs.

Identify f i le less malware,  rootkits ,  code
injections etc.

In CTFs,  just a chal lenge of identifying the f lag
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ACQUISITION
The f irst step in memory forensics is to create a memory
dump of the target system.

A memory dump is a snapshot of the system’s RAM at a
specif ic point in t ime. 

Tools :  FTK Imager ,  Winpmem, Belkasoft ,  L iME (Linux)
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ANALYSIS
Once memory is acquired and preserved,  the analysis
begins.

Tools :  Volati l i ty2/3,  MemProcFS,  bulkextractor

But. . .how should I  start my search?
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OS PROFILE
Vol2 ( imageinfo,  kdbgscan) ,  Vol3 (windows. info)



PROCESSES
Vol2 (psl ist) ,  Vol3 (psl ist ,  psscan,  pstree)



Vol2 (memdump),  Vol3 (memmap)



COMMAND HISTORY
Vol2 (cmdline,  consoles) ,  Vol3 (cmdline)
cmdline  = Extract command l ine arguments that were passed to a executed process
when it  was launched.
consoles = Extract commands typed into CMD or executed by program



NETWORK CONNECTIONS
Vol2 (netscan,  netstat) ,  Vol3 (netscan,  netstat)



FILES
Vol2 (f i lescan) ,  Vol3 (f i lescan)



Vol2 (dumpfi les) ,  Vol3 (dumpfi les)



REGISTRY KEY
Vol2 (hivel ist ,  hivedump),  Vol3 (registry.hivel ist)



Vol2 (hivedump),  Vol3 (f i ledump)



Vol2 (printkey) ,  Vol3 (registry.printkey)



INJECTED CODE
Vol2 (malf ind) ,  Vol3 (malf ind)
Find hidden or injected code/DLLs in user mode memory,  based on characterist ics
such as VAD tag and page permissions.
Suspicious i f  a memory page is marked for execution AND that don't  have an
associated f i le mapped to disk

REF :  HTB CYBER APOCALYPSE CTF  2022

https://www.hackthebox.com/blog/reflection-ca-ctf-2022-forensics-writeup


STRINGS/GREP



CONCLUSION
So what is the conclusion,  did you identify the malware? or
did you identify the f lag?



TRY IT !



We managed to recover a memory dump from the
compromised machine and require your analysis to obtain
information about the attack.  Can you identify when was
the memory dump taken.

The victim kept his study notes somewhere in the machine.
Can you recover his study notes?

The victim accidental ly executed a mal icious executable in
the system. What was the mal icious executable cal led,  its
process ID and parent process ID?

CHALLENGE 1



The mal icious executable injected the f lag into its chi ld
process,  can you retr ieve the f lag back?

What is the password of the system user?

CHALLENGE 1



What is the OS of the machine?

What was the local  IP address of the machine?

A CMD command was executed to attempt to exf i ltrate a
f i le .  What is the ful l  command l ine?

CHALLENGE 2



CHALLENGE 2
The attacker copied an obfuscated PowerShel l  command to
the cl ipboard.  What was the command?

What is the Host Name of the machine?

Attacker might have used an emai l  address to login a social
media.  Can you tel l  us the emai l  address?



WHAT ABOUT
LINUX?
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THANKS!


