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Why are we doing this?

● Lack of security awareness regarding macOS 

threats in Malaysia.

● macOS remains a niche platform, not all 

security analysts have the interest or expertise 

to investigate threats specific to macOS.

● People are too reliant on EDRs and Apple’s 

built-in security features

● Share cool forensics techniques!!!



● macOS endpoints are unavoidable 

(especially in fintech industries).

● 400% increase in Mac threats (2023 -

> 2024) as reported by Red Canary.

● Moving beyond adware, PUPs, and 

Trojans - Infostealers now dominate 

the landscape.

Mac Malware - A 
Steep Climb

Progression of macOS malware by Red Canary



Unique malware samples on 2023-2024 by Moonlock



Infostealers are more 
common than you think…

● The Big 4: Atomic, Banshee, Cuckoo, 

Poseidon

● Odyssey, Cthulhu, Koi, and many more…

● The winner? Atomic Stealer (aka AMOS)

Mac malware families % in 2024 by Jamf Security



● First spotted in April 2023, sold as 

malware-as-a-service in hacker forums 

and Telegram.

● Can be written in multiple programming 

languages like Python, Go, Swift, etc.

● Capable running on both Intel-based Macs 

and Apple Silicon (ARM) systems.

● Usually masquerading as legitimate 

software.

What is AMOS?

AMOS first advertised on Telegram (2023)



Distribution method 1: Installation via DMG



Distribution method 2: Installation via Apple Terminal



How is AMOS constantly evolving?

● Old AMOS variants primarily focused on data 

exfiltration.

● Techniques were largely repetitive:-

○ distributed via DMG file

○ identical AppleScript functions

○ recurring filenames

○ reused C2 URL paths

○ etc.

● Only major difference would be payload 

encryption (in our case it was RC4).
C2 exfiltration via curl POST request





● Recent AMOS samples introduced a 

backdoor for persistence and remote 

arbitrary command execution.

● Some even implemented additional anti-VM 

checks targeting ‘QEMU’, ‘VMware’, etc.

New backdoor codes added to recent samples



1. QEMU

2. VMware

3. KVM

4. Z31FHXYQ0J

5. C07T508TG1J2

6. C02TM2ZBHX87

7. Chip: Unknown

8. Intel Core 2



Gatekeeper blocked AMOS from running

● Threat actors have adapted ClickFix

to distribute AMOS.

● Bypasses macOS’s built-in security 

features: GateKeeper + XProtect







MalwareBazaar macOS malware samples since 09/2025



APTs are joining the fun

Cookie Spider distributing SHAMOS (August 2025)



Unfortunately, we have them too :D

Employee downloaded AMOS via fake interview form

Employee downloaded AMOS via SEO-poisoned website



● “Vibe coding” is the new norm

● With just a few prompts, attackers can 
develop malware with advanced 
techniques that would have required 
significant expertise in the past.

● TL;DR: The barrier to entry is lower than 
ever, and AI has become a new ally for 
cybercriminals seeking to launch even 
more macOS-focused campaigns.

The Dark Side of AI

A screenshot on a dark forums post about using AI to create 

macOS Python stealer



Apple Unified Logs – The Mac’s Hidden CCTV

● System-wide logging framework since macOS 
10.12 Sierra (now part of Apple Unified Logs)

● Captures process execution, system calls, 
TCC prompts, plist creation

● Stored in .logarchive format

● Path - /var/db/diagnostics



Comparison of Log Volumes 

Ref: Crowdstrike Unified logs



Useful commands

Log show Historical AUL

Log collect Collecting of AUL

Log stream Live streaming of AUL



Unified Logs Structure



Viewing via Console.app



Authentication and Failed attempt

log show --predicate 'process == "loginwindow" AND eventMessage contains "Screensaver authorization" || 

sender == "Security"' --start "2025-09-19 11:37:30" --end "2025-09-19 11:38:30"

1 - User enters the wrong 

password
2 - User enters the right 

password 3 - Unlocking of keychains database once the password 

is right



Privilege escalations

log show --predicate '(process == "sudo") OR (eventMessage CONTAINS "PAM")' --last 1h



Gatekeeper (Application verifier rejection activity)

log show –predicate ‘subsystem == “com.apple.syspolicy.exe” && process == “syspolicyd” 

–last 1h

1 - Gatekeeper starts scanning 

the binary
2 - Gatekeeper flagged a non-

bundle executable (no 

Info.plist/CFBundleIdentifier). 

Prompt issued to user

3 - Gatekeeper’s policy 

rejected and binary is killed



Gatekeeper (Successful) 

log show –predicate ‘subsystem == “com.apple.syspolicy.exec” && process == “syspolicyd” 

–last 1h

1 - Gatekeeper starts scanning 

the binary
2 - Since Gatekeeper policy 

was successful, no events of 

rejection



XProtect In Unified Logs

log show –predicate ‘eventMessage contains “NoThreatDetected” –last 1d

XProtect Remediator Plugins



Download Activities

log show –predicate ‘(composedMessage CONTAINS[c] “.dmg” || 

composedMessage CONTAINS[c] “.macho”) AND process == “syspolicyd”’ –last 

30d

Downloaded .dmg files



Parsing Unified Logs



Scenario: 

Mako visits a shady site → downloads malicious DMG 

→ double-clicks Open → “nothing happens.”

Constraints: 

• No EDR on macOS

• No central logs

• No Internet connection due to isolation of host

• Host-only investigation

Problem: 

• Manual artefact collection is slow (QuarantineEventsV2, xattrs, Downloads, LaunchAgents, browser data)

Our approach: build the timeline first with Unified Logs (syspolicyd/AMFI, disk image mount, LaunchServices, tccd, 

launchd) → then validate with fseventsd + targeted artefacts.

Prologue: One Download on a Mac



Malicious DMG mounted



Fail → Fail → Success (DSCL)



Discovery in action

● Unified Logs show system_profiler being executed via Terminal.

● TCC framework captured the access requests and linked them back to the 

responsible process (Terminal.app).



Multiple TCC Probes

kTCCServiceSystemPolicyAllFile → Full Disk Access (read 

protected files)

kTCCServiceListenEvent → Input Monitoring (keystrokes/UI 

control)

kTCCServiceSystemPolicyAppBundles → App inventory/recon



The Attacker Plants Their Roots (Cont)



Malicious plist file in LaunchDaemon



Hunting the backdoor



Backdoors dropped to User directory



Backdoor #1: .agent

The.agent script is written 

in AppleScript, invoked with 

osascript.

It acts as a backdoor loop 

to constantly check who is 

logged into the console.

If the user is not root, it 

abuses sudo to run a 

hidden helper binary 

(.helper) under the user’s 

context.



Backdoor #2: .helper

The .helper binary was executed (unsigned, flagged by AMFI).

It immediately tried to access TCC-protected services (via osascript and WindowServer).

This behavior matches typical infostealer or spyware activity:

● Fake prompts (osascript).

● Potential screen capture / input grabbing (WindowServer).



Backdoor to C2 Comms Metadata



C2 communication



FSEvents – Leaving Footprints on Disk



FSEvents – Leaving Footprints on Disk

What it is

● TL;DR: Apple’s version of $LogFile

● Can be found on iOS, OS X and external devices plugged into the Mac.

● Generated by Apple OS FSEvents API

○ Directory events only 10.5-10.6

○ File events since 10.7



FSEvents – Leaving Footprints on Disk

What it is

● Records file system events on that volume

○ folder creation, modifications, 

renames, deletion

○ emptying the Trash

○ inode metadata

○ browser activity

○ volume mounting or unmounting

○ etc.

● According to SANS, each log can hold up to 

5000 events.



FSEvents – Leaving Footprints on Disk

Where it is

● macOS Catalina and earlier: 

/.fseventsd
● macOS Big Sur and later: 

/System/Volumes/Data/.fseventsd



FSEvents – Leaving Footprints on Disk

● Must be root to access FSEvents logs

● Stored as compressed binary format (GZIP)

● Each record is assigned a name by: 
hex(last_event_id + 1)

● Events are stored alphabetically (by the 

full path), not chronologically!



Structure of FSEvent file

Note: In Sonoma and newer versions of macOS, the header will be “3SLD”. In 

previous macOS versions, the header would be “1SLD” and “2SLD”.



Parsing FSEvents



Why it matters

● Provides insight into file system activity without requiring persistent monitoring tools

● Potentially reconstruct user actions and identify unauthorized file operations

● Uncover additional artifacts that are essential for cross-referencing and validating other 

digital evidence (e.g., Unified Logs)

FSEvents – Leaving Footprints on Disk



The Main Villain



They remove tracks…



FileGrabber Hunt



Persistence Trail (LaunchDaemons)

Note: the flag PermissionChange, ExtendedAttrModified → plist 

adjusted to meet LaunchDaemon requirements (root:wheel, 0644, etc.)

Importance: The persistence installation can be attributed via Unified Logs 

timeline (copy → chown → launchctl load).



Hidden Backdoors



Deleted Files

Note: .username and .pass is only removed when the TA executes “delete” command remotely from the C2 

server.



Download Activity



Malicious DMG Mounted



TTP Description

Initial access User downloads TradingView.dmg into system

Execution User mounts TradingView.dmg and executes the malicious 

binary within it

Persistence ➔ LaunchDaemons (com.finder.helper.plist) created

➔ Backdoors dropped in User directory

Privilege escalation Multiple TCC access requests (suspicious burst)

Discovery Fake password prompt → verified via dscl

Collection System information, files, credentials, keychains, etc. are 

collected and stored on /tmp

Exfiltration Stolen data is compressed into a ZIP file and exfiltrated to C2 

over HTTP/HTTPS

Piecing everything together



Caveats of Unified Logs & FSEvents

1. Info/Debug not persisted → much detail only in live log stream; historical log show can miss it.

2. Privacy redaction → usernames, IPs and domain names may appear as <private>/elided.

3. Short retention → Logs are auto-rotated and typically retained for less than ~14 days.

4. Rotation/aging → binary logs roll; snapshots/backups may not retain all.



Appendix

Threat Reports & Blogs

● Red Canary - redcanary.com/threat-detection-report/trends/mac-malware

● Jamf Threat Labs - media.jamf.com/documents/security-360-2025-Mac-devices.pdf

● CrowdStrike -

a. https://www.crowdstrike.com/en-us/blog/falcon-prevents-cookie-spider-shamos-delivery-macos/

b. https://www.crowdstrike.com/en-us/blog/how-to-leverage-apple-unified-log-for-incident-response/

● Moonlock

a. moonlock.com/amos-backdoor-persistent-access

b. moonlock.com/moonlock-2024-macos-threat-report

● Mac Forensics: Looking into the Past with FSEvents - SANS DFIR Summit 2017

Forensic Tools & Parsers

● github.com/ydkhatri/mac_apt

● github.com/mandiant/macos-UnifiedLogs

● github.com/dlcowen/FSEventsParser

● github.com/osquery/osquery

https://www.crowdstrike.com/en-us/blog/falcon-prevents-cookie-spider-shamos-delivery-macos/
https://www.crowdstrike.com/en-us/blog/how-to-leverage-apple-unified-log-for-incident-response/


Thank You
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