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$whoami
➔ AI Security Engineer at YTL AI Labs

➔ 2+ years experience in DFIR & Threat Hunting

➔ BCNS Alumni 2024

➔ Ex-CTF player (a.k.a. warlocksmurf 🦞), Co-founded 
EQCTF with friends

➔ Do certs or research macOS security when I’m bored



How it started









Let’s timeskip to 
JUNE 2024





In the Trenches of Cyber Defense

SOC

Monitor alerts, triage events, keep eyes on the environment

Threat Hunting

Proactively hunt on EDR and SIEM for threats hiding in the noise

DFIR

Handle incidents that pose huge risks to an organisation



Dream VS Reality







It’s sidequestmaxxing time







Let’s timeskip to 
OCT 2025



AI kept getting better.
Every. Single. Day.

I didn't want to just read about it,

I wanted to break it.

















maybe i should 
break it…



4 months later…







Disclaimer:
The tactics, techniques, and vulnerabilities discussed in this 
presentation are for educational purposes only. All testing was 
performed in strictly controlled, authorized environments, and 
sensitive domains or customer details have been obfuscated. 
Any slide marked with the designated DEMO indicator 
represents a simulated environment and does not reflect 
actual production systems, code or configurations.



Scenario #1
Prompt injection is always the king











“I’m not dumb enough to 
run this prompt lol”











https://drive.google.com/file/d/1MlKZPuTNv_Vypi8F8-9uDxCQ9aDRPjOQ/view?resourcekey


Scenario #2
Reflected XSS leading to account takeover



Why do AI have sandboxes?

✔ Run code safely

✔ Prevent access to secrets

✔ Control network access

✔ Restrict filesystem access

✔ Prevent DOM escape or privilege escalation



DEMO



DEMO



DEMO



DEMO









SVG payload





DEMO

https://drive.google.com/file/d/1HWs8_3PhyAVo4ePtjtJEMQpKBr6-lN6t/view?resourcekey




Scenario #3
Broken Object Level Authorization (BOLA) 
via Artifact Injection

















Scenario #4
Abusing misconfigured internal functions











DEMO
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Scenario #5
Insecure Implementation of Function Calling



DEMO









DEMO



DEMO



Potential attacks vectors in the future…

➔ Poison user memory

➔ Model Stealing / Extraction

➔ Model Inversion

➔ Data Poisoning

➔ etc.



My Job Isn’t Just PenTest btw
➔ Setup security toolings in the organisation 

(SIEM, EDR, WAF, etc.)

➔ Perform periodic vulnerability scans and 
remediate them

➔ Still do Threat Hunting during my free time

➔ Ensure CI/CD and Cloud safety (carried by 
my goated colleague)



TL;DR?



▪ Not like in the movies

▪ Lots of documentation and reporting

▪ It all comes back to the common vulnerabilities in 
web/systems, not the AI itself

▪ You don’t need to have hardcore math knowledge, just the 
basic understanding of ML and algorithms would suffice

▪ Knowledge is free, learn online or use AI

▪ You will feel hella lost, ALWAYS ASK QUESTIONS!





Check out these cool communities

u9up RE:HACK SherpaSec



THANK YOU!


